English-

Lithuanian

Language

Resources

for

the Cybersecurity igs RackeviEtg
Domain g

CLARIN ﬁ\



Five bilingual language resources for the cybersecurity
domain are deposited in CLARIN-LT repository, two more
are being prepared for the depositing.
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CLARIN-LT

Corpus
EI"IQ”SI"I—L“I"IUEI’“EI"I FParallel E}’DETSECU”W ':DTDUS - | Y
DVITAS |J |

(Wytautas Magnus University; Mykolas Eomeris university [
2022-02-05)

Author{s):

Utka, sandrius ; Rackevitieng, Sigita ; Rokas, Aivaras ; Bielinskienég,
Agné ; Mockiené, Liudmila ; Laurinaitis, Marius

% Sis jragas turi 3 bylas (6.56 MB).

Publicly Awvailable

Corpus CLARIN-LT
English-Lithuanian Comparable Cybersecurity . =
Corpus - DVITAS |;| . |

(Wytautas Magnus university; Mykolas Romeris university /
2022-02-058)

Author({s):

Utka, Andrius ; Rackevicieng, Sigita ; Rokas, Aivaras ; Bielinskieng,
Agné ; Mockiené, Liudmila ; Laurinaitis, Marius

% Sis jrasas turi 12 bylas [66.34 MB).
- bylas { ) Academic Use m@

Corpus CLARIN-LT
English-Lithuanian Parallel Cybersecurity Corpus - . .
DWVITAS v2.0 |_~I ] |

(Mykolas Romeris university; VWytautas Magnus university /
2024-12-31)

Author{s):

Mickevid, Jolanta ; Utka, Andrius ; Rackevidieng, Sigita ; Rokas, Aivaras
;Bielinskieng, Agné ; Mockiené&, Liudmila ; Laurinaitis, Marius

% Sis jrasas turi 3 bylas (9.1 MB).

Publicly Awvailable

. % Sis jrasas turi 3 bylas (39.98 KB).

LexicalConceptualResource CLARIN-LT
Lithuanian-English Cybersecurity Termbase v.0.1 -, éﬁ
(Viytautas Magnus University; Mykolas Romeris University / L;:L

2023-04-13)

Author(s):
Utka, Andrius : Rackevicieng, Sigita ; Bielinskiené, Agné : Laurinaitis,
Marius ; Mockieng, Liudmila ; Rokas, Aivaras

% Bis jragas turi 3 bylas (316.04 KB).

Publicly Available

LexicalConceptualResource Lo
SUWE}’ Data on Preferences of Lithuanian | ‘?u
E‘_',’DE‘[SE‘CU”W Terminnlng}r Li AR,

(Mykolas Romeris University; Vitautas Magnus University /
2024-10-04)

Author{s):
Rackevicieng, Sigita : Utka, Andrius

Publicly Available I



Language resources for the Cybersecurity (CS)

domain are being created as an integral part of

the project and its post-project activities on CS
terminology.
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Why Cybersecurity (CS)?
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Relevance - global digital connectivity ¥
& cloud-based services

Security - challenges of securing
sensitive data

Dynamics - rapid evolution of the
domain

Standardisation - need to harmonise
Lithuanian terminology



Application of Language Resources (LR):

Terminology Terminology

e Development e Creation of a e Analysis of
of deep bilingual conceptual,
learning termbase linguistic &
systems for pragmatic
automatic aspects
term e Analysis of
extraction sociolinguistic

aspects




Parallel and comparable corpora




Corpus CLARIN-LT

C ° CLARI N LT English-Lithuanian Parallel Cybersecurity Corpus -
Orpora ||1 - DVITAS |
PS (Mytautas Magnus University; Mykolas Romeris university f
re p05|tor 20220205
Author{s):
Utka, Andrius ; Rackevidienég, Sigita ; Rokas, Aivaras ; Bielinskienég,
Agneé ; Mockienég, Liudmila ; Laurinaitis, Marius

s A
English-Lithuanian comparable and
parallel corpora are openly available Corpus CLARIN-AT
In the CLARIN-LT repOS|tory: English-Lithuanian Comparable Cybersecurity

Corpus - DVITAS |
Ovytautas Magnus university; Mykolas Romeris university /

* Comparable corpus: plain 2022-02-05)
teXtS and morph0|0gica||y S![l::fszsd};ius ; Rackevidienég, Sigita ; Rokas, Aivaras ; Bielinskieng,
annotated teXtS .ﬁ-né bnlrinaitis. Marius -
* Parallel corpora: aligned TMX
files (the 1st version and the — S

updated 2nd version)

English-Lithuanian Parallel Cybersecurity Corpus -
DWITAS w20 |

' (Mykolas Romeris university; Wytautas Magnus university f
' \ 2024-12-31)
c LA R l N-LT Aunthor{s):

Mickewvi, Jolanta ; Utka, Andrius ; Rackevidieng, Sigita ; Rokas, Aivaras
; Bielinskieng, Agné ; Mockienég, Liudmila ; Laurinaitis, Marius

W jrasas turi 3 bylas (3.1 ME).
Publicly Awvailable
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Corpora on Sketch Engine platform &

DASH BOARD KS_LT palyginamasis QO <
KS_LT PALYGINAMASIS .

== KS LT palyginamasis

Word Sketch @ Word Sketch Difference
Collocations and word combinations 0] Compare collocations of two words oo
== KS lygiagretusis, Lithuanian
o= Ihesaurus = = Concordance o : : . :
= Synonyms and similar words =®= Examples of use in context == KS lygiagretusis#2, Lithuanian
e . .
=z Parallel Concordance = Wordlist == KS_EN palyginamasis
=02 Translation search == [requency list
== KS lygiagretusis, English
N= N-grams = Keywords
= |ultiword expressions (MWEs) = Terminology exfraction . . 5
== KS lygiagretusis#2, English
Trends 4’ Text type analysis
Diachronic analysis, neologisms W Statistics of the whole corpus




Texts types in corpora

EN-LT Parallel corpus (version 2) EN-LT Comparable corpus
Period: 2006-2022

Legislative ;7
Non- 10%
: e EU. Legally .-':;::'.'.'if-':'"-'idministrative 15%
CENINERE S binding EU :
40%

documents;

Academic;

o)
60% 25%

2m words 4m words



CYBERSECURITY RESOURCE SYSTEM
Ooo

CS Corpora i CS Training Corpora i NN i Termbase
| I I
CS Parallel Corpus (1) | : |
| Training Corpus (3) | |
( ™| (Gold standard) 0.057m | SRS
| [T 1 | |
English (0.7m) Lithuanian (0.7m) | Training Corpus (4) | |
LI'" (Gold standard) 0.046m |
| | |
| I I .
1| term extraction ! E —I—." Engll$h terms
< I model application i % wn | \
| | PR % |
CS Comparable Corpus (2) I : g :—l"' Lithuanian terms
* | model application I % |
. | I |
English (2m) 1 Training Corpus (5) |
| | (Gold standard) 0.072m | |
| | I
| Training Corpus (6) | | Billingual Termbase
Lithuanian (2m) J | (Gold standard) 0.159m : :
| | |
| | |




Bilingual terminology database
(lexical-conceptual resource)




Bilingual CS Termbase Available Online:

CLARIN-LT repository - in TBX format for machine learning and Al
development

Terminologue platform (administered by Dublin City University) -
user-friendly format for terminology users: translators, editors, CS
students and professionals, and other Internet users




English-Lithuanian CS termbase in the CLARIN-LT repository in <termEntry id="eid-61">

TBX (termbase exchange) format used for representing and <descrip type="subjectField">Kibernetiniai
exchanging terminological data in a structured XML format. incidentai » Veiklos</descrip>
<langSet xml:lang="1t">
<ntig>
<termGrp>
<term>kibernetiné ataka</term>
LexicalConceptualResource CLARIN-LT <termNote
type="normativeAuthorization">*****< /termNote>
Lithuanian-English Cybersecurity Termbase v.0.1 = </termGrp>
, o o @~ </ntig>
(Vytautas Magnus University: Mykolas Romeris University / g7l <ntig>
2023-04-13) <termGrp>
Author(s): <term>kibernetinis iSpuolis</term>
Utka, Andrius ; Rackevicieng, Sigita ; Bielinskieng, Agné ; Laurinaitis, <termNote
Marius ; Mockiené, Liudmila : Rokas, Aivaras type="normativeAuthorization">****</termNote>
% Bis jragas turi 3 bylas (316.04 KB). </termGrp>
Publicly Available </ntig>



English-Lithuanian CS termbase on Terminologue platform
in a web-based user-oriented format

Lithuanian-English Cybersecurity Termbase / Lietuviy-angly kalby kibernetinio saugumo

terminy baze

Editing Administration Configuration

Lithuanian-English Cybersecurity Termbase § Lietuviu-angiu kalbu kibermetinio sauvgumo terminuy baze is a result of the project "Bilingual
Automatic Term Extraction (DWITAS)". Project partners: Wytautas Magnus University and Mykolas Romeris University. The project was
financed by the Ressarch Council of Lithuania, project Mo, P-MIP-20-282. The project was incduded as a use case in the COST Action
CA13208 "Eurcpean network for Web-centred linguistic data science (MNexusLinguarunm)™.

The termbase is composed of concept entries. each of which provides all terminological dats pertaining to one specific concept The concept
entry structure: SUBDOMAIN, TERMS, TERM FREQUENCY LABELS. DEFINITION., DEFINITION SOURCE. USAGE EXAMPLES, USAGE
EXAMFPLE SOURCES. OTHER SYMONYMOUS TERMS.

The frequency label = based on freguencies of terms in cybersecurity corpora: § stars - very frequent, 4 stars - frequent. 3 stars - fairly

common, 2 stars - rare, 1 star - very rare.

e DDo S attack paskirstytojo paslawgos trikdymo ataka cyber incident management data centre hacker cybersecurity certification
informacijos saugumo incidentas cross-site scripting attack botnet turinio iEkraipymo ataka DM 5 hijacking
tapatybés ir prieigos valdymas ~Surask klaida® programa dictionary attack rero-day bug rizikos maZinimas asimetriné kriptografija
kriptografinis raktas duomeny vagyste hash valuse cybersecurity hygiene OLP trolis netikra paskyra HoT
Computer Emergency Response Team backup ram re attack cyberspace intelligence 1 cyberwar
Lithuanian A B C € D E E E F G H I | ¥ J K L M N © P @ R 5 § T w p O v w x
z Z
English A B C D E F G H I J K L M W O P Q@ R S T U Vv W X ¥ Z
Hiberneting gynyba ir atsakas/Cyber defence and response Kibernetinis paZeidziamumas/Cyber wvulnerabilities
Hibernetiniai taikiniai/Cyber targeis Kibernetiniai incidentai/Cyber incidents

Lithuanian-English Cybersecurity Termbase § Listuviy-angly kalby kibernetinic saugumo termany baze Terminoksges




Macrostructure of the termbase

*  Kiberneting gynyba ir atsakas/Cyber defence and response
*  Kibernetiniai taikiniai'Cyber targets
Kibermnetinis pazeidziamumas/Cyber vulnerabilities

* Kibernetiniai incidentad’Cyber incidents

¥ Kibernetiniai incidentai/Cyber incidents ¥ Kibernetiniai taikiniai/Cyber assets ¥ Kibemetine gynyba ir atsakas/Cyber defence and respanze
!
Atakos/Attacks Duomenys/Data - o
Memaones: Weans
Funkcionalumaif/Functionalities
Grésmés/Threats

Infrastruktdros/Infrastructures Standartai/’Standarts
Priemonés/Means

Faslaugos/Semnices . . N
Vykdytojai/Executors SubjektaiCybersecurity enfifies

Frograminé jranga/Software

Zalal - "
Zala/Harm Techniné jranga/Hardware Veiklos/Activibies



Microstructure of a termbase
(structure of a terminological entry)

Concept level
[concept id, subdomain]

Language level

['LT"]

Terms
[term1l, frequency label]
[term2, frequency label]
[term3, frequency label]

Definition
[definition, source]

Examples
[sentencel, sourcel]
[sentence2, source2]
[sentence3, source3]

Other synonymous terms
[term4, ...]

["EN']

Terms
[term1, frequency label]
[term2, frequency label]
[term3, frequency label]

Definition
[definition, source]

Examples
[sentencel, sourcel]
[sentence2, source2]
[sentence3, source3]

Other synonymous terms
[termd4, ...]

F -




Microstructure of the termbase

Kibernetiniai incidentai » Atakos

LT DDoS ataka
paskirstytojo atsisakymo aptarnauti ataka

paskirstytojo paslaugos trikdymo ataka ~

paslaugos trikdymo technika, kuri atakai atlikti naudoja daugybe kompiuteriy

— Pagal JAV nacionalinio standarty ir technologijos instituto glosarijy

PAVYZDZIAI: Naujesnés, intensyvesnés <DDo$ ataky> formos apima procesa, vadinama
»atminties kaupimu®, kuris naudoja neapsaugotas, atvirojo kodo objekty talpyklos
sistemas, kad sustiprinty prieigos uzklausas ir didesniu nei terabaitas srautu uzplasty
interneto svetaines.

— KS LT PALYGINAMASIS/AKADEMINIA

Pasak policijos atstovo, taip pat bata bandymy Sturmuoti policijos svetaines rengiant
vadinamasias <paskirstytojo atsisakymo aptarnauti (DDoS) atakas>.

— KS LT PALYGINAMASIS/ZINIASKLAIDA

Kiti sinoniminiai variantai DDoS iSpuolis, paskirstyto atsisakymo aptarnauti kibemeting ataka,
paskirstyto atsisakymo aptarnauti ataka, paskirstytoji atsisakymo aptarnauti ataka, iSskirstytoji
atsisakymo aptarnauti ataka, iSskirstytoji atsisakymo aptarnauti sistema ataka, paskirstyto
paslauguy trikdymo ataka, paskirstytoji paslaugy trikdymo ataka, paskirstyta paslaugu ribojimo
ataka, paskirstytoji aptarnavimo perkrovos ataka, paskirstytoji paslauguy blokavimo ataka

Cyber incidents » Attacks

EN DDoS attack =

distributed denial of service attack

a denial of service technique that uses numerous hosts to perform the attack

— Glossary of National Institute of Standards and Technology, US

EXAMPLES: One of the largest botnets for <DDo$S attacks>, called Mirai, was built
using insecure Internet of Things (loT) devices, such as routers and IP cameras.

— CS EN COMPARABLE/ACADEMIC

<Distributed Denial of Service (DDoS) attacks> could cause severe damage to
organizations’ critical systems.

— CS EN COMPARABLE/MEDIA



Statistics of the current terminological data in the termbase:

233 concepts
514 LT terms, 414EN terms

The number of entries is expected to increase considerably by the end of 2025, with a total of 500
entries planned.



Ongoing Work on the Termbase:

Work on Existing Entries:

* Refinement of thematic grouping of concepts

* Refinement of definitions according to ISO standards
* Enrichment of examples based on updated corpora

* Creation of structured format for source data

« Update of frequency labels of existing terms

Work on New Entries:

« Extension of conceptindex based on updated corpora
* Collection and structuring of necessary data for new concept entries
Additional Work:

* Comparison with Terminy bankas and IATE datasets



Survey dataset




LexicalConceptualResocurce CLARIN-LT

Survey Data on Preferences of Lithuanian .2
Cybersecurity Terminology LAl

(Mykolas Romeris University; Viytautas Magnus Liniversity /
2024-10-04)

Author(s).

Rackeviciene, Sigita ; Utka, Andrius

Publicly Available
The survey dataset is available in the
CLARIN-LT repository in TSV (Tab-Separated
Values) format, which can be opened in
spreadsheet programs or read by
programming languages. All responses are
anonymous.



The aims of the survey

The aim of the survey was to
investigate terminology preferences of
different user groups, including the
choice or proposal of the most suitable
terms for given concepts and the
rationale behind these selections.



Concepts selected for the terminology survey

Concept 1 ‘cyberattack’ Concept 6 | ‘phishing’

Concept 2 ‘spam’ Concept 7 ‘botnet’

Concept 3 ‘denial-of-service attack’ Concept 8 ‘hacker’

Concept 4 ‘man-in-the-middle attack’ | Concept 9 ‘honeypot method’
Concept 5 ‘brute force attack’ Concept 10 | ‘zero-day vulnerability’




Savokos apibréztis: ka tik iSsiaiskinta, bet dar nespéta pasalinti sistemos ar jrenginio
¢ Z d saugumo spraga (Saltinis: IATE).
e rO - a y Angliskas terminas: zero-day vulnerability

vu ln e ra bi lity, Concept definition: vulnerability in a system or device that has been disclosed but is

not yet patched (source: IATE)
English term: zero-day vulnerability

Koks terminas, Jusy manymu, tinkamiausias pavadinti Sig sgvoka? Kodél pasirinkote §j terming / pasiuléte savo varianta? (galite nurodyti kelias prieZastis)
Which term, in your opinion, is most suitable to desingate this concept? = Why have you chosen this term / proposed your variant? (you can select several reasons)

JZero-day"” pazeidziamumas Dél jo tikslumo, aiskumo

zero-day” spraga Dél jo trumpumo ir vartosenos patogumo
"

] ] o Dél jo ekspresyvumo, vaizdingumo
nulinés dienos pazeidZziamumas

Dél jo taisyklingumo (atitikties lietuviy kalbos normoms)
nulinés dienos spraga

Dél jo daznumo
ka tik nustatytas pazeidziamumas
Other...

Other...



Sample of the survey

593 respondents

Graduates General
41.1 % Public 59%

Experts 41 %




Preferences of the synonymous terms
(Zero-day vulnerability)

Concept 10: Students and Graduates Concept 10: Experts and General Public

L v e nulinés dienos pazeidZiamumas
nulinés dienos pazeidziamumas

. / nulinés dienos spraga
/ nulinés dienos spraga ]

,zero-day” pazeidziamumas / yzero-day“ pazeidziamumas /

o"
zero-day”spraga | Jzero-day" spraga

kg tik nustatytas kg tik nustatytas
pazeidziamumas [ paZeidZiamumas
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Students M Graduates W General Public M Experts



Reasons for selecting terms

Accuracy/clarity
Brewity
Expressiveness
Correctrness
Frequency

Other

Bz .
s Accuracy/clarity

P— 2

5 1% Brewity
. :
e T Expressiveness
L BER
15 5 Correctness
P 1a,
85% ham Freguency
[ oo
oy Other
0, H 103 15% 21, 2559, I, 55 4ATH A5%
W Students  © Graduates

#

1.4%
2.2%

o =K

5.5%

14.65
13.09%

1L.2%
13.7%

1M 15%

B General Public

38. 9%
37.4%

FATH
£3.3%

it
B Experts

= s Bl

45%




Term proposal provided by different
groups of respondents

General Public |GG 33%
Experts | 62

119 terminological
designations were
proposed by
respondents.

Experts vs
General Public

Students 35%

Students

Graduates | > >

0% 10% 20% 30% 40% 50% 60% 70%

Graduates vs.



Proposals of different formation patterns in
different respondent groups

[0}
© General Public I °
9 S
© Students 11 8
3 2 Experts | 7
;ﬂ% Graduates M s 2 5
= % g 2 Experts | 1
S < Graduates I 1 ©
g g General Public | 2
g Students 5 o
° g Experts N ¢
g Graduates M 5
(0]
g 2 General Public 12
2 Students 5 a I
2 5
2 3 I
2 Graduates NG 5 & Experts I
a
3 Graduates&Students | 1 3 Experts&GeneralPublic 2
5 5 |
= Students 16 = General Public G s
3 3
(] (0]
= Graduates NG /5 = Experts [N -




Future plans




Future plans:

- Parallel LT-EN corpus (Lithuanian national documents and
their translations to EN)

-Version 2 of Comparable corpus
- Manually annotated training corpus
-Version 2 of termbase tbx

- Application of LLOD technologies for linking the LR with
other resources on the web.



References of figures presented on the slides:

1) Utka, A., Rackeviciené, S, Mockiené, L., Rokas, A., Laurinaitis, M., Bielinskiené, A. 2022. Building
of Parallel and Comparable Cybersecurity Corpora for Bilingual Terminology Extraction.

Selected Papers from the CLARIN Annual Conference 2021. Linkdping Electronic Conference
Proceedings 189, 126-138.

2) Rackevicienég, S., Utka, A., Bielinskiené, A., Mockiené, L. 2023. Lithuanian-English Cybersecurity
Termbase: Principles of Data Collection and Structuring. Rasprave Instituta za hrvatski jezik, 49
(2),439-461.

3) Rackeviciené, S., Utka, A. 2024. Preferences of Lithuanian Cybersecurity Synonymous Terms in
Different User Groups. Studies about Languages / Kalby studijos 44, 107-122.
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